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ONPEJIEJEHMS

B HacTosIEeM JOKyMEHTE UCIIONB3YIOTCS CISAYFOIINE TEPMHUHBI M KX ONpE/CIICHHs.

ABTOMATH3HPOBAaHHAsI CHCTEMAa — CUCTEMa, COCTOAIAs U3 IEPCOHAIA U KOMILIEK-
ca CpEeJCTB aBTOMATH3aIlH €0 JesATEeNbHOCTH, pealu3yomas MHPOPMaIMOHHYIO TEXHO-
JIOTHIO BBITOJHEHHS YCTaHOBJICHHBIX (DYHKIIHIA.

AyTeHTH(HKANHS OTHPABHTEJA JaHHBIX — MOATBEPXKACHHE TOTO, YTO OTIpPABU-
TEJb MOMyYSeHHBIX IaHHBIX COOTBETCTBYET 3as1BIICHHOMY.

Be30nacHOCTh MEPCOHANBHBIX JaHHBIX — COCTOSHHE 3alUINCHHOCTH MEPCOHAIIb-
HBIX JAHHBIX, XapaKTEPU3yeMOe CIIOCOGHOCTHIO TOJIB30BATENeH, TEXHMYECKUX CPEJICTB H
MHQOPMALOHHBIX TEXHOJIOTHA 06ecmeunTh KOH(HUIIEHIIHAIBHOCTD, [ETOCTHOCTh U JIO-
CTYITHOCTB IIEPCOHANBHBIX TAHHBIX ITPH UX 00paboTke B MHGOPMALMOHHBIX CUCTEMAX IMep-
COHAJIbHBIX JAHHBIX.

BuomeTpuyeckne nepcoHaqbHble JaHHbIE — CBEJICHUS, KOTOPBIE XapaKTEPU3YIOT
¢du3noIOrnIecKre 0COOEHHOCTH Y€JIOBEKa U Ha OCHOBE KOTOPBIX MOXKHO YCTaHOBHTH €r0
JTHYHOCTB, BKIIoYas ¢poTorpaduy, OTHEYaTKU NanbLeB, 00pa3 CEeTYATKH I71a3a, OCOOEHHO-
CTH CTPOEHUSI TeJIa U APYTYIO MoJ00HY0 HH(GOpMAIHIO.

BJioKHpOBaHHe MePCOHAJTbHBIX JAHHBIX — BpeMEHHOe IpeKpalieHue cbopa, cu-
CTeMaTu3all1, HAaKOIUIEHHUS, UCII0JIb30BaHNUs, PaCIPOCTPAHECHMS], IEPCOHAIIBHBIX JAHHBIX, B
TOM YHCJIE UX [IEpEAaYH.

Bupyc (koMnbioTepHblii, IPOrpaMMHBbIH) — HCIOJHSIEMBIA IPOTPaMMHBIA KOJ
WM UHTEPIIPETUPYEeMBbIid Habop UHCTPYKIUH, 0OIagaronuili cBolicTBaMi HECaHKIIMOHUPO-
BaHHOT'O pacIpOCTpaHeHUss U camoBocipousBefeHus. Co3naHHble TyOIMKaThl KOMIIBEO-
TEPHOTO BHpYyCa HE BCer/la COBMNAJAIOT C OPUTHHAIOM, HO COXPAaHSIOT CIIOCOOHOCTH K
JallbHEUIIEMY PaclpOCTPAaHEHUIO U CAaMOBOCIIPOU3BEICHHUIO. ’

BpenonocHasi mporpaMma — nporpamMma, MpeJHa3HaueHHas JJIS OCYIIECTBICHHS
HECAaHKIIMOHUPOBAHHOIO JOCTYTIA U (WJIH) BO3AEHCTBHS Ha NIepCOHAIBHbIE TaHHEIE U pe-
CypChl ”HGOPMaLIMOHHOM CHUCTEMEI IIEPCOHAJIBHBIX JJAHHBIX.

BcenomoraTtesibHbIe TEXHUYECKHE CPEACTBA H CHCTEMbI — TeXHUYECKHUE CPEICTBA
U CHCTEMBI, He NpeJHa3HauYeHHBIe U Hepenaqyn, o0paboTKu U XpaHEHHUS IIepCOHAILHBIX
JIAHHBIX, YCTaHABIMBAEMBIE COBMECTHO C TEXHUYECKUMHU CPEICTBAMH U CHCTEMaMH, Ipe/I-
HAa3HAYEHHBIMH Ui 06paGOTKY MEPCOHANBHEIX JAHHBIX MM B TIOMEINEHMSX, B KOTOPBIX
YCTaHOBJIEHbI THPOPMAIIMOHHBIE CUCTEMBI IEPCOHATBHBIX JAaHHBIX.

HocTynn B ONepaliOHHYIO cpedy KOMIbIoTepa (MH(OPMANMOHHOI CHCTEMbI
ePCOHAJILHBIX JAHHBIX) — [MOJyYeHHE BO3MOXHOCTH 3allyCKa Ha BBITOJHEHHE INTar-
HBIX KOMaHJ, (PyHKLMH, [IpoLeayp ONEpallMOHHON CUCTeMBI (YHUYTOKEHHUSI, KOIIHPOBa-
HUS, IEPEMELLICHUS U T.11.), NCTIONHAEMBIX (aliioB IPUKIIAHBIX MPOTPaMM.

Jocryn K MH(pOPMALIUH — BO3MOXKHOCTh MOTy4eHMs] HHGOPMAIUK U €€ HCIIOJIb-
30BaHNd. -

3aKks1ao4HOE YCTPOMCTBO — BJIEMEHT CpeiCcTBa cheMa WH(OPMAIIWH, CKPBITHO
BHEPSIEMBIH (3aKJIa[bIBACMBbII MITM BHOCUMBII) B MECTa BO3MOXKHOT'O CheMa HH(pOpMAaIiyH
(B TOM umClle B OTpaXIeHUE, KOHCTPYKLHIO, 0OOpyJOBaHHE, MpeaMEThl HHTEPLEpA,
TPaHCIIOPTHEIE CPEJICTBA, @ TAKXKe B TEXHUYCCKHE CPECTBA U CHCTEMEI 00PabOTKH HH-
dbopmanun).



3ampmaemas HHGopManus — HHPoOpMAIs, SBISTOLIAACS PEIMETOM coOCTBEH-
HOCTH M TOJUTEXAINAs 3aIUTe B COOTBETCTBHY C TPEOOBAHUSIMHU MPABOBBIX JOKYMEHTOB
FUIH TPeOOBAHKSIMI, YCTaHABBAEMBIMA COOCTBEHHHKOM rHQOpMaIUY.

WenTrHKANNS — MPYCBOCHHE CyOBeKTaM U 00beKTaM JIOCTyTa HIeHTH(PHKATO-
pa ¥ (W) CpaBHEHHE TPENBSBISEMOrO MACHTHQHUKATOpA C NEpeuHeM NPHCBOCHHBIX
UIEHTH(DUKATOPOB.

WH(popMaTUBHBII CHIHAJ — 3JEKTPUYECKUE CHTHAJIEI, aKyCTHICCKUE, NCKIPO-
MArHUTHBIC U JApyTrHe Qpr3HyecKye Mo, 1o TIapaMeTpaM KOTOPBIX MOXKET OBITh PaCKpHITa
KoHbUIeHIMaTEHAs HHbopMalLKsl (IepCOHAIBHEIE naHHBIE) obOpabarbiBaeMas B HHGOP-
MALIMOHHOM CHCTEME EPCOHATBHBIX JAHHBIX. ‘

MNudopmannoHHasi CHCTeMa NMEPCOHANBHBIX TaHHBIX (UCI1dn) — uHdopManu-
OHHAs CHCTEMa, HPECTaBIISIOmas co60H COBOKYMHOCTD MEPCOHANBHBIX JAHHBIX, COMCP-
JaIxcs B 6ase NAHHBIX, a TaKke HHQOPMAIMOHHBIX TEXHONOIMH M TEXHHYECKHX
CPEZCTB, MO3BOJISIOIMX OCYIIECTBIATh 0OpaboTKy TaKHX MEPCOHANBHBIX AAHHBIX C MC-
TMMOJIL30BAaHUEM CPEACTB aBTOMaTPI3aHI/II/I Wiy 0e3 UCIOoJIb30BaHUs TaKUX CpeACTB.

HndopMaMoHHbIe TEXHOJIOTHH — [IPOLIECCHI, METO/IbI MOUCKA, cbopa, XpaHeHwsl,
0GpaGOTKH, TIPEIOCTABNCHIS, PACTIPOCTPAHEHHS. HHQOPMAITH 1 CIIOCOOBI OCYILIECTBIIE-
HUs TAKUX IIPOLIECCOB U METOJIOB.

Hcnosib30BanHe MePCOHATbHBIX JaHHBIX — JCHCTBUSA (Omepalyn) ¢ IepCoHab-
HBIMH JaHHBIMH, COBEPIIAEMbIE OIEPATOPOM B LEJAX MPHUHATHS PEIICHUH MM COBEpILe-
HUS] MHBIX JEHCTBUH, OPOXIAIONINX FOPUIMYECKHE [IOCIeCTBUSA B OTHOIICHHH CyOBeKTa
IIEPCOHATBHBIX JaHHBIX WM JPYTHX JIHIL au00 MHBEIM 00pa30oM 3aTparMBalolIUX IIpaBa U
CBO60ILBI CY6’BCKTa NEPCOHAJIBHBIX JaHHBIX WK JPpYyrux JIug. 5

HcTo4HUK yrpo3bl GezonacHocTH HHGOPMALMH — CYOBEKT J0CTYIa, MaTepHATL-
HbIit OOBEKT WK (PU3HUECKOE SBIICHHE, SBISIOIIMECS PUIHON BOSHUKHOBEHHS YTPO3bI
6e30macHOCTH HHHOPMALIHH.

KoHTposmpyeMasi 30Ha — IPOCTPAHCTBO (TESPPUTOPHS, 3MAHKE, YacTh 30AHUL, [0
MeIIIeHHE), B KOTOPOM HMCKJIFOUEHO HEKOHTPOIMpyeMoe NpeObIBaHNe MOCTOPOHHMX JIMILL, a
TaIoKE TPAHCIIOPTHBIX, TEXHUYECKUX U HHBIX MaTepUAIbHBIX CPEJICTB. ‘

KoH(pHAHIMAILHOCT NEPCOHATBHBIX JaHHbIX — 00s3aTelIbHOE JUIs cobmoze-
HESL OHEPaTOPOM FUTH MHBIM IOy 9HBLIMM JOCTYII K NIEPCOHATBHBIM JIAHHBIM JIALIOM TPe-
foBaume He JOIYCKATh MX PaclpoCTpaHeHKe 6e3 cornacysi CyObeKTa NepCOHANBHBIX NaH-
HBIX WM HAJIMYHS HHOTO 3aKOHHOI'O OCHOBaHMSL.

MesKkceTeBoii IKPaH — JIOKAIBHOE (OJHOKOMIIOHEHTHOE) WK (YHKIMOHAIEHO-
pacrpeie/leHHOe TIPOrpaMMHOE (IIPOrPaMMHO-aNTapaTHOE) CPEAICTBO (KOMILIEKC), peaIH-
3yrolIee KOHTPOJIb 32 HH(pOpMAlHeH, MOCTyNarolel B HHQOPMALMOHHYI0 CHCTEMY TIep-
COHAJILHBIX JAHHBIX Y (HJIN) BHIXOISIIEH 13 HHYOPMAMOHHOM CHCTEMBI. .

Hapymmreih (e30MacHOCTH MEPCOHATBLHBIX AAHHBIX — (U3UUECKOE JIUIIO, CITy-
yaiiHo WM NpeaHAMEPEHHO COBEPIIAOILEe NeHCTBYS, CNIEICTBHEM KOTOPBIX SIBISETCS
HapyIleHe Oe30MaCHOCTH NEPCOHABHBIX JAHHBIX NMPH UX 0OpabOoTKe TEXHMYECKMMH
cpeicTBaMH B HHPOPMALMOHHBIX CHCTEMaX NMEePCOHAJIBHBIX TaHHbIX.

HeaproMaTH3HPOBaHHAs 00paGoTKa IMePCOHATBHBIX TAHHBIX — o6paboTka nep-
COHAJIBHBIX JAHHBIX, COAEPIKAIMXCS B HHGOPMAIIMOHHOW CHCTeMe NEePCOHANBHBIX JaH-



HBIX JTHOO HM3BJICUEHHBIX M3 TAKOM CHCTEMBI, CUUTAETCS OCYIIECTBICHHON 6€3 HenomIn-
BaHHS CpPEJICTB aBTOMATH3aLMH (HEaBTOMATH3UPOBAHHOM), €CIIH TaKUe NEHCTBHAS C IEPOD-
HAJIBHBIMH TaHHBIMH, KaK HCIIOJb30BaHUE, YyTOYHEHNE, PacIPOCTPAHEHHE, yHHITOREHIN
IEPCOHANBHBIX JAHHBIX B OTHOLICHWH KaXIOro M3 CyOBEKTOB MEPCOHANBHBIX JAHHMX,
OCYMLIECTBIISAIOTCS [IPU HEIIOCPEICTBEHHOM YUaCTHH YelIOBEKa.

Henex/1iapupoBaHHble  BO3MOXKHOCTH —  (QYHKIMOHAIbHBIE — BO3MOXXHOCTH
CPEJICTB BBIUMCITUTEIHHOM TEXHUKH, HE ONMCAHHBIE MM HE COOTBETCTBYIOLIIE ONMCAHHBIM
B JOKYMEHTAllUH, NIPU HCTIOJB30BAHMY KOTOPBIX BO3MOXKHO HapyIEHHUE KOH(HICHIM-
AITBHOCTH, JOCTYIHOCTH WJIH [IEIIOCTHOCTH 00pabaThiBacMoi HHGOPMAIIHH.

HecaHKIMOHUPOBAHHBINA A0CTYN (HeCAHKIHOHHPOBAHHbLIE IeHCTBHSY)— J0-
cTyn K vHbOpMAIMK WK AeHcTBUA ¢ MH(OpMaLyel, Hapyliarolyie IpaBiia pasrpaHu-
YeHHS JIOCTYIIA C MCIOJIb30BAHUEM IUTATHBIX CPECTB, IPEOCTABIIIEMEIX HH(OPMALIU-
OHHBLIMM CHCTEMaMU MEPCOHATBHBIX JaHHBIX.

Hocureas nagopmanuu — Gu3nvecKoe JIMIO WIH MaTepHATBHEI 00BEKT, B TOM
yycIie PUIMIECKOE T0JIe, B KOTOPOM MH(GOpMALHs HAXOIUT CBOE OTPLKSHHUE B BUE CUM-
BOJIOB; 00Pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUH M MPOLECCOB, KOIIMYECTBCHHBIX Xa-
PaKTepPUCTUK (PU3HNUECKUX BEJIUYHH.

OGe3THUYHBaHHE NEPCOHATBHBIX JAHHBIX — IEHCTBHUS, B pe3ylbTaTe KOTOPHIX He-
BO3MOKHO OIPEENUTE IPHHAIEHOCT IEPCOHANBHEIXK JaHHBIX KOHKPETHOMY CYyOBEKTY
IIEPCOHANTBHBIX JJAHHBIX.

O0paboTKa MepCOHANLHBIX AaHHbBIX — JISHCTBUSA (ONEpalvi) ¢ NEPCOHATLHBIMU
JAHHBIMY, BKITIoYas cO60p, CHCTEMaTH3aIlHIO, HAKOIUICHHE, XpaHeHue, yTouHeHue (0OHOB-
JleHUe, U3MEHEHHE), UCIIONIL30BaHKe, PACIIPOCTpaHeHHe (B TOM YHUcie Iepenady), 0oes-
JMYHBaHue, OJIOKUPOBAHUE, YHUUYTOKEHUE IEPCOHATBHBIX JAHHEIX.

O6menocTynHELIe NepCoHA/IbHbIE TaHHbIe — IEPCOHANBHBIE JaHHbIE, JOCTYI He-
OrpPaHMYEHHOr0 KPYra JIMI[ K KOTOPHIM IPENOCTABICH C COIIachs CyOBeKTa MepcoHallb-
HBIX JAHHBIX WM Ha KOTOPEIE B COOTBETCTBUM C (pe/IEpATBHBIMA 3aKOHAMH HE PacIpo-
cTpansercs TpeboBaHue COOMIOICHUS KOHPUISHIHATBHOCTH.

OnepaTtop (mepcoHANbHBIX JaHHBIX) — TOCYJAPCTBEHHBIH OpraH, MyHHIATIATH-
HBII OpraH, IOpUIMYecKoe WK GU3UYECKOe U0, OpTaHU3yIoLee U (W) OCYIIECTBIIs-
rolree 00paboTKy MEepCOHATLHBIX AaHHBIX, a TAKKe ONpeelIOIHe NEIH U COIEPIKaHUE
00pabOTKH MEePCOHATBHBIX JaHHBIX.

Texunueckne cpeacTBa WHGPOPMALMOHHOM CHCTeMBI TEPCOHAJIBHBIX
JAHHBLIX — CPE/ICTBA BBIUMCIUTENBLHON TEXHUKH, WH()OPMALMOHHO-BEIYUCIIUTEIIEHEIE
KOMIUIEKCHI U CETH, CPEICTBA M CHCTEMBI Iepeau, npuema 1 oopadotku I1/1u (cpencrsa
Y CHCTEMBI 3BYKO3AITHCH, 3ByKOYCUJICHUs], 3ByKOBOCIIPOU3BEICHNIS], IEPETOBOPHEIE U TEJIE-
BH3HMOHHBIE YCTPONCTBA, CPEACTBA U3TOTOBJIEHSI, TUPOKUPOBAHMS JOKYMEHTOB U IPyTHe
TEXHUYECKHE CPEACTBA 06paboTKH pedeBol, rpadiecKoi, BUAeo- 1 OyKBEeHHO-IIU(POBOM
vH(pOpPMALIUKY), TIPOrpaMMHEIE CpEICTBA (ONEpallQHHbIE CHCTEMBI, CUCTEMEI YIIPaBIICHHS
0a3aMu JaHHBIX | T.IL.), CPECTBA 3aIlUTHl HHPOPMAITIH, TPUMEHseMbIE B MHPOpPMALFOH-
HBIX CUCTEMAaX.

IlepexBaT (MH(pOpManNu) — HEIPABOMEPHOE noJTyIeHue “HGOPMaLIUU C KUCIIOJNb-
30BAHHEM TeXHHUECKOTO CPEJCTBE, OCYILIECTRISIONIET0 OBHAPYKeH e, IpHeM U 0GpaGoT-
Ky HHGOOPMATHUBHBIX CUTHAJIOB.
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Mepconaibubie JaHHbIE — JH00as HHpOpMAIKSI, OTHOCSINAICS K ONPEACTICHHOMY
WA OlpeelseMoMy Ha OCHOBAHHMH TaKOH uHpopManui HUIHIECKOMY JIHITY (cyOBEKTY
TIepCOHANBHBIX JAHHBIX), B TOM YHCII€ €T0 ¢amunst, UMs1, OTIECTBO, FOJI, MECAL, JlaTa U
MECTO POXIEHHS, afpec, CEeMeHHOE, COLMAJIBHOE, MMYIIECTBEHHOE IIOJIOXeHHe, o0paso-
BanHe, NpOdEccHst, JOXOBL, Ipyrast HHPOpMAIlHsL.

IloGounbIie 3J1eKTPOMATHUTHBIE H3Ty4eHnsi M HABOIKH — 3EKTPOMATHUTHBIC M3-
Jy4eHHs] TEXHUYECKUX CPEJICTB 06paboTKu 3aiuiaeMol HHGOPMAaIUK, BOSHUKAIONIHNE KaK
mobouHOe SBJIEHHE W BBLI3BAHHBIC 3JIEKTPUYSCKUMH CUTHalaMH, JIEeHCTBYIOIIUMH B HX
3NEKTPUYECKIX U MATHUTHBIX LEMSX, a TAKkKe DJICKTPOMArHHUTHBIC HABOLKH STHUX CHUTHa-
JIOB HA TOKOIIPOBOMSIIHE TUHAN, KOHCTPYKIMH ¥ LETH TATAHU.

MMoHTHKA «YUCTOr0 CTOJIa» — KOMILIEKC OpraHU3allHOHHBIX MEpPOTPHUATHH, KOH-
TPONMPYOILIAX OTCYTCTBHE 3alMChIBAHWS HA GyMaKHble HOCHTENHN KIIOYel H aTpuOyTOB
jocTyna (maposieii) X XpaHeHHs HX BOJIH3H 00BEKTOB JOCTYTIA.

Hosp30oBaTe b HHGOPMALHOHHOH CHCTEMBbl NEPCOHAIBLHBIX AAHHBIX — JIHILO,
ydacTByloniee B GyHKIHOHUPOBaHNN MHPOPMAIIMOHHOH CHCTEMBI IEPCOHANIBHBIX TAHHBIX
WM HCTIONB3YIOIee Pe3yIbTaThl €€ GYHKINOHHPOBAHHS.

IpaBuna pasrpaHAYeHHs 10CTyNa — COBOKYITHOCTD [PaBUII, periIaMEHTHPYIOLIHX
IpaBa JOCTyTia CyGBEKTOB JIOCTyIIa K 0GBEKTaM JOCTyIIaA.

IporpamMmHasi 3aKJaJKa — KOJ NMPOTPaMMbl, HPETHAMEPEHHO BHECEHHBIH B IPO-
rpaMMy C LIeJbI0 OCYIIECTBUTD YTEUKY, H3MECHUTB, GIIOKAPOBATh, YHHYTOXUTE HH(OpMA-
M0 VI YHAYTOXHUTH M MOAMGUIMPOBATE MPOrPaMMHOC obecnieuenne HHGOPMAIHOH-
HOM CHCTeMBI IEPCOHANBHBIX JaHHBIX U (MH) OJIOKMPOBATE AlNapaTHBIC CPE/CTRA.

IIporpammHoe (MporpaMMHO-MaTeMaTHYeCKOe) BO3JAeiiCTBHE — HCCAHKIMOHM-
pOBaHHOE BO3JIEHCTBUE Ha PECYpPCHI aBTOMATH3UPOBAHHON HMHGOPMAIMOHHOHN CHCTEMBI,
OCYIIIECTBIISIEMOE C HCTIONb30BAHUEM BPEIOHOCHBIX NIPOTrPaMM. :

PackphiTHE MEPCOHATBHBIX JAHHBIX — YMBIIIICHHOS MK Clly4JaiiHOe HapyIlleHue
KOH(UIEHIHATHHOCTH IEPCOHANBHBIX JaHHBIX.

PacrpocTpaHeHHe MePCOHATbHBIX JaHHbIX — JIEHCTBUS, HAIPABICHHBIC Ha ME€pe-
7lady IEpCOHATBHBIX JaHHBIX OTPEASICHHOMY KpPYTY JIHIL (mepegada MEPCOHANBHBIX JaH-
HBIX) HITH HA O3HAKOMJIEHHE C IIEPCOHANBHBIMY JAHHBIMU HEOTPaHNICHHOTO Kpyra AL, B
TOM YHcIIe OOHApOOBaHKe IIEPCOHANBHBIX JAaHHBIX B CPEACTBAX MaccoBoii HHGOpMAaIWH,
pa3MelleHrue B MH(OPMALMOHHO-TETeKOMMYHUKAIOHHBIX CETAX WM MPEJOCTaBICHIE
JIOCTYTIa K IIEPCOHANBHBIM JaHHBIM KaKUM-TH00 HHEIM CIIOCOOOM. )

Pecypc un(pOpMaNHOHHON CHCTEMBI — MMEHOBAaHHBIM 3JIEMEHT CUCTEMHOIO, IIpH-
KJIaJHOTO MM alllapaTHoro obecrnedenns (yHKIMOHUPOBAHHUS nHGOPMAIIMOHHOMN CHCTE-
MBEL

CrnenuajbHble KATeropuH MEePCOHAJBLHBIX AAHHBIX — NEPCOHANBHBIC JAHHBIC,
KACAIOIEECs] PACOBOH, HAIMOHATBHOM NPUHA/UICKHOCTH, MOJUTHUCCKHX B3TIIIOB, PEITH-
THO3HBIX WM GuiIocodCcKkux yOexaeHnH, COCTOSHUA 3/10POBbS 1 WHTUMHOM XW3HHU CyOB-
eKTa IIEPCOHANIBHBIX JIAHHBIX. _ - -

CpeacrBa BEIMMCJIUTEILHOH TeXHUKH — COBOKYITHOCTh IIPOIPaAMMHBIX M TEXHH-
YeCKHX DIEMEHTOB CHCTeM 00palOTKH JAHHBIX, CIIOCOOHBIX (G YHKIMOHMPOBATH CaMOCTO-
SITEJILHO HMJIM B COCTaBE APYIrUX CUCTEM.

Cy0bexT roctyna (cy0bexr) — JIMIIO WK IPOLIece, ZIEHCTBHS KOTOPOI'O periaMeH-
THPYIOTCS IIpaBHJIaMH PasrpaHHICHHs OCTYIIA.



Texuuueckuii KaHAT yTeukn HHMOPMALHH — COBOKYIIHOCTb HOCHTEJISI HH(OP-
MaImu (cpezcTBa 00paboTki), husHUecKol cpems pacnpocTpaHeHuss HHPOPMATHBHOTO
CHTH&JI2 M CPE/ICTB, KOTOPBIME J0OBIBAETCS 3allMIIaeMast HHpOPMAIHSL.

Tpancrpannynas nepegaya nepcoHaJIBHBIX TAHHBIX — nepegaya nepCoOHATBHBIX
JIAHHBIX omepaTopoM 4Yepe3 ['ocynapcrBeHHyro rpanmiy Poccuiickoit ®enepamui opraHy
BJIaCTH HHOCTPaHHOTO TOCY1apCTBa, QU3MYECKOMY HMIIH IOPUIMYECKOMY JIHILY HHOCTpaH-
HOT'O TOCyapCTBa.

Yrpo3nI 6e30M1acCHOCTH MEPCOHATIBLHBIX AAHHBIX — COBOKYITHOCTD yCIIoBUit U ¢ak-
TOPOB, CO3AIOLINX OMACHOCT HCCaHKIIMOHNPOBAHHOIO, B TOM YHCJIE CIIy4aifHOro, Io-
CTyma K NepCOHATLHBIM JIAHHBIM, PE3YJIBTATOM KOTOPOTO MOYKET CTATh YHITITOXKCHIE, H3-
MEHEHHe, OJIOKMPOBAHME, KOMMPOBAHUE, PacHIpOCTPAHEHME IIEPCOHAIBHBIX JAaHHBIX, a
TalOKE MHBIX HECAHKIIMOHUPOBAHHBIX ACHCTBHIA TIPH MX 00paboTKe B HH(MOPMAIHOHHOM
CHCTEME [IEPCOHATBHBIX JaHHBIX.

YHHUTOKeHHE MIEPCOHATBHBIX NAHHBIX — JeiCTBHS, B pe3yJbTare KOTOPEIX He-
BOSMOXHO BOCCTAHOBHUTE COAEPXAHHE NEPCOHATBHEIX JAHHBIX B MH(POPMALHOHHON CH-
CTEME IEPCOHANBHBIX [AHHBIX MM B PE3yJIBTAaTe KOTOPBIX YHHUTOXAIOTCS MaTepHalib-
HBIC HOCHUTEJIH NIEPCOHANILHBIX JaHHBIX,

YTeuxa (3ammmaemoii) HHGOPMALMY M0 TEXHHYECKHM KAHAIAM — HEKOHTPO-
JIMPYEMOE PacIpoCTpaHeH e HH(POPMALIMK OT HOCHTEIS 3aLMIAeMOi HHpOpMALHH 4epes
husndecKyIo cpesy 0 TEXHMYECKOTO CpercTsa, OCYIIECTBIISIEOLIETO IIepexBaT UHGOp-
MaIH.

Yupesxnenne — ocymapcTBeHHOe GIOmKETHOE YUpEeXICHHE 37PaBOOXPaHEHHS,
bamimakosckas paitorHas 6onpaumna (IBY?3 «Bammvakosckas Pb»).

Ys13BEMOCTB — ¢71aGOCT B CpeICTBAX 3alL[ATHL, KOTOPYIO MOXHO HCIIOIB30BaTh
JULA HapyIICHUS CHCTEMBI MITH COJIEpXKallleticst B Hel HapopMariim.

< IlesiocTHOCTL MH(OpMAaIMH — CIOCOGHOCTD CPEACTBA BEIYUCIIMTENBHOM TEXHUKH
WK aBTOMATH3MPOBAHHON CHCTEMBI O0ECTIEYMBATE HEH3MEHHOCTh HH(OPMALIH B ycnQ-
.. BUSIX CJTyYaifHOTO W/HITH TIpeTHAMEPEHHOTO UCKAKEHHS (paspyiuenus). !




OBO3HAYEHUS 1 COKPAIIIEHUSI

ABC — aHTHBUpYCHBIE CPEICTBA

APM —aBTOMATH3MPOBaHHOE paboyee MeCTO

BTCC — BcroMorare)IbHbIe TEXHUYECKHE CPEACTBA H CUCTCMBI
VICT1/IH — nudopManyoHHas CHCTeMa IEPCOHATBHBIX IAHHBIX
K3 — xoHTpOo/MpyeMast 30Ha

JIBC — nokasibHasi BBIYUCITUTENIbHAS CETh

MD — MexceTeBOt 3KpaH

HCJI — HeCaHKIMOHMPOBAHHBIA JOCTYTL

OC — omeparioHHast CHCTeMa

I1]Ix — nepcoHAIBHBIC TAaHHBIE

[IMB — mporpaMMHO-MaTeMaTHIECKOe BO3IEHCTBHE

1O — nporpaMMHOe OO€eCTIeUeHUe

[IPMIH — no6o4YHEIe 2IEKTPOMarHUTHEIE U3ITyYCHUs i HABOAKH
CA3 — cucTeMa aHaJIA3a 3allUIIEHHOCTH

C3U — cpefcTBa 3alIUTEl HHQOPMAIH

C3I1/IH — cucTeMa (IIOACHCTEMA) 3AIIHUTHI IIEPCOHANBHBIX TaHHBIX
COB - cuctemMa OOHapyKeHHs. BTOPXKEHUN

TKY U — TeXHIHUeCKHE KaHAIB YTEUKH HH(QOPMALHH

VBI1JIH — yrpo3b! 6e30IacHOCTH MePCOHATBHBIX TAHHBIX



BBEJIEHHUE

Hacrosmas ITonuTuka uHGOPMANMOHHON 6E30MacHOCTH YUpexXJIeHus (naiee —
[Tonutrika) [BY3 Bammakosckas PB  (masee - Yupexnenus), paspaborana Munucrep-
CTBOM 3[paBOOXPAHEHHS M COLUAIBHOTO pa3BUTHA P®, ABIsAeTCS OQUUMAILHBIM JIOKY-
MEHTOM.

ITonuTHKa pa3paboTaHa B COOTBETCTBHM C LENSIMY, 3aadaMH ¥ NPUHIMIAMU obec-
ImeyeHus Ge30IacCHOCTH NEPCOHATBHBIX JaHHBIX H3T0XeHHBIX B KoHlenmmu uHpopMani-
onHoit 6ezomacuocta UCITJ Yupexaenus.

[Nonutuka paspaboTaHa B COOTBETCTBHHM C TpeboBaHMAMH DenepanbHOro 3aK0Ha OT
27 wmronst 2006 1. Ne 152-®3 «O mepcoHaNBHBIX JaHHBIX» U IOCTaHOBIeHHs IIpaBuTens-
ctBa Poccuiickoit ®enepauu ot 11 Hostopst 2007 1. Ne 781 «O6 yrBepxkaenun Ilomoxe-
HYs 06 oBeclieyeHHH 6e30IacHOCTH NEPCOHANBHBIX JaHHBIX TIPH UX 00paboTKe B HHGOP-
MAaI[MOHHBIX CUCTEMAX II€PCOHANBHBIX JAaHHBIX», HA OCHOBAHHH:

- «PexoMeHIalyii 1Mo 00ecIedYeHHI0 0e30MacHOCTH NIEPCOHAIBHBIX JTaHHBIX IMPU HX
06paGoTke B MHQOPMALMOHHBIX CHCTEMAaX TEPCOHANBHBIX JAHHBIX», YTBEPXK/ICHHBIX 3a-
Mmectutenem aupekropa ®CTIK Poccun ot 15.02.2008 1,

- «TunoBeIX TpeGOBaHMi MO OPraHM3allUM H OOECIEYEHHIO (QyHKIMOHMPOBAHHU
IMIGPOBATLHEIX (KPHUITOrpaQUIecKux) CPeCTB, IpeJHa3sHAYEHHBIX IS 3alIATH WHGOP-
MaLlyH, HE COAepIKaIlel CBeIeHUH, COCTAaBIMIONMX FOCYAapCTBEHHYIO TaliHy B Cilydae U3
HCIIONB30BaHUA I obecredenys Ge30MacHOCTH IEPCOHANBHBIX JAHHBIX IPH HMX o0pa-
6oTke B HH(OPMAI[MOHHBIX CHCTEMaX IEPCOHANBHBIX JAHHBIX)», YTBEPKACHHBIX PYKOBOJI-
ctBoM 8 Ilentpa ®CB Poccuu 21.02.2008 r. Ne 149/6/6-662.

B IMonutuke onpenenens! tpeboBanus k nepcoHany MCII/IH, cTenenb OTBETCTBEH-
HOCTH IIEpCOHANA, CTPYKTypa ¥ HEeOoOXOAUMEBIH ypPOBEHb 3alMINEHHOCTH, CTaTyC U JOJK-
HOCTHBIE 0053aHHOCTH COTPYIHMKOB, OTBETCTBEHHBIX 3a o0eciedeHre O€30I1aCHOCTH nep-
coHanbHBIX JaHHBIX B UCIT[IH Yupexnaenus.

1 O0mue MOJI0KEHUST

Llensto Hacrosimei ITomuTuku sBisieTcs obecneueHne 6e30MacHOCTH OOBEKTOB 3a-
INUTH YUpeXJIeHHs OT BCeX BUJOB Yrpo3, BHCIIHUX M BHYTPEHHMX, YMBIIUICHHBIX U He-
IpeHaMepEeHHBIX, MUHIMI3AIM yiepba oT BO3MOXKHOH pealnsalu yrpo3 0e3ornacHo-
ctu ITTu (YBI1H).

Be30nacHOCTh MEPCOHATBHBIX TAHHBIX JIOCTUIAETCs IyTeM HCKIIIOYEHHs HECAHKIIH-
OHHPOBAaHHOI'O, B TOM YHCJE CIIy4alHOro, 10CTyna K MEPCOHAIBHBIM JaHHBIM, PE3yJbTa-
TOM KOTOPOIO MOXET CTaTh YHHYTOXXEHHE, W3MEeHEHHe, OJOKHPOBAHHME, KONMPOBAHUE,
pacrpocTpaHeHHe TEePCOHAJBHBIX JAHHBIX, @ TAKXKE MHBIX HECAHKI[MOHHUPOBAHHBIX NEH-
CTBHI. :

Wudopmanus 1 cBs3aHHbBIE C HEH PECYpCHI JOJDKHBI OBITh JOCTYIIHEI sl aBTOPU30-
BaHHBIX MOJIb30BaTeNeil. JIOMKHO OCYIIECTBIAThCS CBOEBpeMeHHOe 0OHapyKEeHUE U pea-
rupoBaHue Ha Y BII/IH.
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JIOIKHO OCYIIECTBIATECS MPEAOTBPALICHHE PENHAMEPEHHBIX I CIIy9aHHBIX, Ya-
CTMYHBIX WM TONHBIX HECAHKIMOHMPOBAHHBIX MOAMGHMKAIUNA HWIM YHWITOXCHHA JaH-
HBIX.

CocTaB 0OBEKTOB 3aIIUTHI mpezcTaBieH B [lepeuHe NMepCOHANBbHBIX NAHHBIX, MO~
JIeXKaIIuX 3aluTe.

CocrtaB UCIT]Ix moanexalux 3aunTe, Npe/ICTaBlIeH B OrtueTe 0 pe3ynbTaTax mpo-
BeJIcHHsI BHYTPEHHEH IIPOBEPKH.

2 O06aacTh AedcTBUA

Tpe6opanus Hacrosmed IlOMUTHKM pPAaCHpPOCTPAHSAIOTCA HA BCEX COTPYZHHKOB
VupexaeHns (IWITATHBIX, BPEMEHHBIX, paboTaloIMX 110 KOHTPAKTy H T.IL), @ TAlOKe BCEX
npouux Juiy (OAPSAYMKY, 8y TUTOPBI H T.IL).

3 CucreMa 3alMThI MEPCOHAJbHBIX JAHHBIX

CrcTeMa 3aipThl nepcoHanbHbx gaHebX (C3I11H), CTPOUTCA HA OCHOBAHMUH:

- Or4eTa 0 pe3yJbTaTax POBEIEHHSA BHY TPEHHEH IPOBEPKH;

- Tlepeuns nepcOHAIBHBIX JAHHBIX, TIOIEKAINNX 3aMIHTE;

- Axra kaccubuKaruy nHGOPMAIMOHHOH CHCTEMbI IEPCOHANBHBIX NAHHBIX;

- Mojenu yrpo3 6e30IacHOCTH IIEPCOHANIBHBIX TAHHbIX;

- TTonoskeHHUs O Pa3TPAaHUUYEHHH TPaB TOCTyNa K 06pabaThIBAEMBIM MEPCOHANBHEIM
JIaHHBIM;

- PyxoBoasmux TOKyMEHTOB ®OCTIK u ©Cb Poccun.

Ha OCHOBaHMHM STHX JOKYMEHTOB ONpe/elsieTcss HeoOXOAMMBIN YPOBEHB 3alllHIIEH-
moctu [ xaxmort MCITIJx Yupexnaenus. Ha ocHOBaHMH aHaiin3a aKTyajlbHBIX yIrpo3
6esomacHocTr 11JIH ommcasroro B Mogenu yrpo3 u Otdera o pe3ylbTarax MpOBCIACHHA
BHYTpeHHe# [poBepKe, JeNaeTcs 3aKI0YEHHE O HEOOXOAUMOCTH HCITOJIb30BAaHUA TEXHHU- -
YeCKHX CPEACTB M OPraHW3alMOHHBIX MEPONPUATHH A obecrieueHus: 0€30MaCHOCTH
I1/14. BriGpannbie HEOOXOMUMBIE MEPONPUATHA OTPaXAIOTCA B ITnase MepONpPHATHH IO
obecrniegennio 3amuTsl I1/1H.

Tina xaxaor VICITTH momxeH OBITB COCTaBJICH CIIMCOK HCIONB3yEMBIX TeXHNYe-
CKHX CPEJICTB 3allMTHL, & TaK )K€ IPOrPaMMHOr0 0becIeueH s YIacTBYIONIEro B obpabort-
ke I1]1n, Ha Bcex anemenTax UCIIIH:

- APM mnonp30Barenei;

- CepBepa IpUIIOKEHUH;

- CYB[;

- I'panuna JIBC;

- KaHaoB Iepeiady B CeTH OOILEro M0JIb30BaHus U (W) MEXTyHApOIHOTO obme-
Ha, ecnu mo HuM nepegatorcs [1JIH. r

B 3aBHCUMOCTH OT YPOBH$ 3aLIUIIEHHOCTH ‘I/ICHI[H 1 akTyalbHbix yrpos, C3ILIx
MO>KET BKJIFOYATh CIIeYIOIUe TEXHUIECKUE CPEeACTBa:

- aHTUBHPYCHBIE CPEACTBA UL paboduX CTaHIUHA MOJB30BaTEIICH U CEPBEPOB;

- CpelCTBa MEXCETEBOr0 SKpaHUPOBaHHUA,

- cpejicTBa Kpunrorpapudeckoil 3ammrsl HHGOPMAIMH, NPU Nepejate 3alluiac-
Mo¥ HH(OpMAITUH 110 KaHaJIaM CBS3H.
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Tak xe B CIIHCOK IOJDKHBI OBITh BKIFOYEHBI (DYHKUHN 3alUTEL, 00ECIIeYMBacMble
IrTaTHEIME cpezicTBaMu 00pabotku [1/IH omepalliOHHBIMM CHCTEMaMU (OC), npuxnan-
Hev T10 ¥ CHenMaibHBIMA KOMIUIEKCAMY, PeaIM3YIOIUMY CpelcTBa 3amuThl. CHHcoK
(YHKIH# 3aIIUTH MOXET BKJIIOYATh:

- yIpaBlieHHe W pasTpaHIueHue T0CTyna NOoIb30BaTeNel;

- PETHCTPALHIO U YUeT JAEHCTBUM C uHpOopMalueil;

- - obecnieunBaTh IENOCTHOCTD JaHHBIX;

- - IPOM3BOAUTE OOHAPYXEHHH BTOPXXCHHU.

- CIIMCOK HCITOJIB3yeMbIX TEXHHYECKUX CPE/ICTB OTPaXaeTcs B ITnaHe MepOIpHITHH
0 0BeCIIEUEHUIO 3AIUTHl EPCOHATBHBIX AaHHBIX. CIMCOK MCTIONB3yEMBIX CPEACTB A0~
YeH TOIeP)KUBATECS B aKTyallbHOM COCTOSHUH. IIpH M3MEHEHMH COCTaBa TEXHMYECKHX
cpencts 3amuthl win d1ementoB MCIT/H, COOTBETCTBYIOMME M3MEHCHHUS NOJDKHBI 65ITH
pHecensl B CIMCOK M YTBEPXKAECHBI PYKOBOJMTENEM YUPEXKICHUSI WA JIMIOM, OTBET-
CTBEHHBIM 3a obecrieuenwe 3amuTsl [1/1H.

4 Tpebosanusi k noacucremam C3I11Ax

C3I1/Iu BKIIOYaeT B ce0s1 CIEAYOIIHE MOACHCTEMBI:

- yOpaBieHus JIOCTYIIOM, PETUCTPALIUY B YUETa;

- obecreyeHHs IENOCTHOCTH U TIOCTYMMHOCTH;

- QHTUBHPYCHOM 3alIUTHI,

- MEXCETEBOTO DKPaHUPOBAHNUS,

- aHaIU3a 3alUIICHHOCTH,

- 0OHapy XKeHHsI BTOPXKEHHUH,

- Kpunrorpahu4ecKOH 3aIluTHI. :

TMopcucrembl C3ITJIH MMeEOT pasNM4HbIA (QYHKIHOHAI B 3aBUCHMOCTH OT Kijlacca
WUCTI/Ix, onpeneneHHOro B AKTe KiIaccHuKalid HHPOPMALMOHHON CHCTEMBI IIEpPCO-
HANBHBIX JTaHHBIX. CIMCOK cooTBeTcTBHs QyHKImi noacucreM C3I1IH knaccy 3allMIIeH-,
HOCTH IpecTaBieH B IIprioKeHIH.

4.1 IoacucTeMbl YIpaBJjieHUs JOCTYIIOM, PErHCTPANMH H YUeTa

TToncucTeMa yHpaBleHns JOCTYTIOM, PErUCTPAlliY U y4eTa IpeHasHaeHa Uil pe-
ANIM3AIMK CIIERYIOIMX GYHKIIMNA:

- HAeHTU(UKAIUY ¥ TIPOBEepKa MOJIMHHOCTH CyOBhEKTOB JOCTYIA IIPH BXOAE B HC-
ITx; ]
- HIeHTU(UKANYE TEPMHHAJIOB, y3JI0B CETH, KaHAJOB CBS3H, BHCLIHMX YCTPOMCTB
TI0 JIOTHYECKHMM HMeHaM; A

- WieHTH(UKaIKUY IIporpaMM, TOMOB, KaTajoroB, Gaiinos, 3amuceil, mojel 3anucen
10 IMEHAM,

- perHCTpaniy BXona (BBIX0ZA) CyOBEKTOB HOCTyIIa B eiicteMy (W3 CHCTEMBI), THOO
perHCTpalyst 3arpy3Ky ¥ MHUIMATI3AMY ONIEPAlIMOHHON CUCTEMBI i €€ 0CTaHOBA.

- PerHCTpAlAK MOMBITOK IOCTYIa MPOrPAMMHEIX CPEACTB (IIPOrpaMM, IPOLECcCoB,
3aj1a4, 3aJaHui) K 3alnIaeMbIM Qaiinam,

- perMCTpPaliK ONBITOK JOCTYNa MPOrpaMMHBIX CPEACTB K TEPMMHAJIAM, KaHajiaM
CBSI31, IPOIPaMMaM, TOMaM, Karajnoram, Gaiiam, 3amucsm, TIOJSIM 3aIHCeH.
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-

[TomcucTeMa YIpaBIEHHs] JOCTYIIOM MOXET OBITh peajif30BaHa ¢ MOMOIBIO IITaT-
HEIX cpeficTB ob6paGorku I1JIH (omepariOHHBIX CHCTEM, NPHIOKEHUH U CYBJ). Tak xe
MOXET OBITh BHEAPEHO ClieNHAIBHOE TEXHUUECKOE CPECTBO MM UX KOMIUIEKC OCYIISCTB-
JISTOIIKE JOTONHATEIBHBIE MepHI 110 ayTeHTH(HUKaIuy B KouTpoito. Hanpumep, mpuMe-
HeHVe eMHBIX XPAHHIIAIL YYeTHBIX 3aliceil IIop30BaTeNiell i PerHCTPalOHHOU uHop-
MAIl{¥, WCIIONB30BaHHE OHOMETPUYECKHX M TEXHHYECKHX (C MOMOIIBIO 3IEKTPOHHBIX
TPOIYCKOB) Mep ayTEeHTUQUKALUY U IPYTUX.

4.2 MMoacucreMa odecrnedeHHus EJJOCTHOCTH U JOCTYITHOCTH

TToxcucTeMa obecriedeHus LeJIOCTHOCTH U AOCTYITHOCTH NpeAHa3HaYeHa g obec-
[e4eHus 1eJOCTHOCTH ¥ JocTymHocTH [1/IH, mporpaMMHBIX U allllapaTHBIX CPEACTB NC-
[1JIa VapexpaeHus, a TaK k€ CPEJICTB 3aLIUTEI, IIPH CIy4aiiHo¥ Wi HaMEpEeHHOH MOAU-
duKam.

TMoxcrcTeMa peau3yercs ¢ IOMOIIBI0 OpraHu3allii Pe3epPBHOrO KOMHPOBAHH 00-
pabaTHIBaEMBIX JAHHBIX, 4 TAK XK€ Pe3ePBUPOBAHUEM KIIFOUEBBIX J/IEMEHTORB HUCILIH.

4.3 IloacHcTeMa AaHTHBHPYCHOM 3aIHThI

IlojicicTeMa aHTHBUPYCHOM 3alIMTHI IIpeIHa3HaYeHa Ui 00ecieueHns aHTHBHpYC-
Hoii 3amuTHI cepBepoB 1 APM nons3oareneit UCIIH YapexneHus.

CpeZicTBa aHTHBHPYCHOH 3aIIMTHI MpPEAHA3HAYEHB! JJIA PEANIU3alUM CICAYIOMIMX
GbyHKLIHH:

- pE3UICHTHBIM aHTUBUPYCHBIM MOHUTOPHUHT;

- aHTHBHPYCHOE CKAHUPOBAHHUE;

- CKpHINT-OJIOKUPOBAHHE;

- EHTPATH30BAHHYIO/YIAJICHHYIO  YCTaHOBKY/I€MHCTAJUISIHIO AHTHBHUPYCHOTO
HpOIyKTa, HACTPOKKY, aAMUHHCTPHPOBAHKE, IPOCMOTP OTYCTOB U CTATUCTUYECKON HH-
dbopmaruu o pabore MPOAyKTa;

- aBTOMaTH3MPOBaHHOE OOHOBIEHNE aHTHBHPYCHBIX 0as3;

- OrpaHMYEHHE TPaB IOIb30BaTeNsl HA OCTAHOBKY HMCIIONHACMBIX 3a/1ad U W3MEHe-
HUS HACTPOEK aHTUBUPYCHOTO IIPOIPaMMHOIO 00€CIIeUeHHS;

- aBTOMATHYECKHI 3alyCK cpa3y IOcie 3arpy3KH ONEepPalMOHHOM CHCTEMBI.

IMoacucTeMa peau3yeTcs IMyTeM BHEAPEHHS CIEIHUaIbHOIO aHTHBHPYCHOTO HpO-
rpamMmHoOro obecriedenns Ha Bee anemenTsl UCITH. ;

4.4 TIloacucTeMa MeKCeTeBOro SKPpaHHPOBAHUSA

[ToacucTeMa MEXCETEBOrO SKPaHHWPOBAHMS IpelHa3Ha4YeHa Uil peajlu3alluy Clie-
OYIOIUX (QYHKIUN:

- GUIBTpALMH OTKPHITOTO K 3alIi(poBaHHOTO (3aKphiToro) IP-Tpaduka mo ciexy-
IOLIUM [1apaMeTpam; : ’

- (puKcalMK BO BHYTPEHHHMX JKypHayax uHPOPMAIK O MPOXOAAIIEM OTKPHITOM H
3akpeiToM [P-Tpaduke;

- HICHTUQUKAIAHE ¥ ayTeHTUGHKAIMIO aJMUHUCTPAaTOPa MEXCETEBOro dKpaHa IpH
€ro JIOKAJIbHBIX 3allpocax Ha JIOCTYI,

-
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- pervcTpaluy BXoXa (BBIXONA) aIMHMHHCTPATOpa MEXCETEBOro SKpaHa B CHCTEMY
(13 cECTEMBI) TG0 3arpy3KH H MHAIAAIM3ALMN CHCTEMBI U €€ IPOrpaMMHOr0 OCTaHOBa,

- KOHTPOJIS HEJOCTHOCTH CBOEH IIPOrpaMMHOM 1 UH(POPMAITHOHHOH YacTH; ’

- GUIBTpAllMK [AKEeTOB CITYXKeOHBIX IPOTOKOJIOB, CIyXAIlUX ANA AMArHOCTHKH 1
yIIpaBieHus pabOTOM CETEBBIX yCTPOHCTB;

- QUIBTpALMM C y4eTOM BXOJHOIO W BBEIXOJHOTO CETEBOTrO uHTepdeiica Kak cpen-
CTBO NPOBEPKH MOUIMHHOCTH CETEBBIX aPECOB;

- PeTHCTpAIIUH 1 y4eTa 3aMpalliBaeMBIX CEPBHCOB MPUKIIAJHOTO yPOBHS;

- GJIOKMPOBAHHUS OCTyNa HEHMIECHTU(PHUIKPOBAHHOTO o0BeKTa WK CyOBEeKTa, IIOJ-
JIMHHOCTH KOTOPOTO MpH ayTeHTH(HKANWK HE IIOATBEPANIACH, MCTONAMH, YCTOMYHBBIMH K
mepexBary; X

- KOHTpOJIS 332 CETEBOM aKTUBHOCTBIO PUIIOKEHHH U oGHapyXeHMsI CETEBhIX aTak.

[MoxcucTeMa pealu3yeTcs BHEAPEHHEM [POrPaAMMHO-ANIAPATHBIX KOMILIEKCOB
MEKCeTeBOro SKpanupoBanus Ha rpaaue JICB, kiaccoM He HIDKE 4.

4.5 TlogcucreMa aHAJK3A 3aUIHIHEHHOCTH

[MofcrcTeMa aHANN3a 3AIMIICHHOCTH, NODKHA 00ecrevnBaTh BBIABICHMS yA3BH-
MOCTeH, CBSI3aHHBIX ¢ ommOkamu B KoHOurypamuu [10 UCII/IH, KOTOpEIE MOTYT OBITH
MCIIONB30BaHbl HApYIIHTENIEM IJIsl pealn3allii aTakd Ha CHCTEMY.

OYHKIHOHA TIOACKCTEMBI MOXeET OBITh peajli30BaH POrPAMMHBIMK H [IPOrpaMM-
HO-aIapaTHBIMU CPEICTBAMH.

4.6 Moacucrema oOHAPY:KeHUsSI BTOP/KEHM

TToncucTemMa OGHAPYKEHHS BTOP)KEHHUH, HOJKHA 00€CIIeunBaTh BBIBICHHE CCTEBBIX
arak Ha s1eMenTs VICII/{H MOAKIIOUEHHBIE K CETAM OOIIEro MojIb30BaHMs M (WUIH) MeX-
ITyHapOIHOro oOMeHa.

OyHKIMOHAN MOACHCTEMBI MOXKET ObITh peani3oBaH NPOrPAMMHBIMU M IIPOTpaMM-
HO-aIapaTHBIMU CPEICTBAMHU. :

4.7 MoacucreMa KpUNTOrpadu4eCKon 3alUThI

IMoxacucTeMa Kpunrorpadu4eckoi 3alliThl MpeaHa3sHauYeHa Ui HCKITIOUCHMS HC x
zammummaeMoil nadopmanuu B VICIT/IH Yupexnenus, IpH €€ Nepead 10 KaHajlaM CBAH
ceTeil obIIere MONB30BaHUs U (AIIH) MEKTyHAPOIHOTO OOMEHA.

IMogcucreMa  peanu3yeTcsi  BHEIPCHUS KpurnrorpadhuuecKux  IMPOrpaMMHO-
arnmnapaTHbIX KOMIIJIEKCOB. '

5 IMonw3osarenu UCIIAn

Al
-

B Komnyenuu na(opManioHHOH 6e301aCHOCTH ONpeieNIeHEl OCHOBHbIE KaTCrOPHH
mosp30BaTeseil. Ha OCHOBAaHWM 3THX KAaTeropHd AODKHA OBITH MPOM3BEIEHA THIH3AI
noste3oBareneit UCITIH, onpeneneH X ypOBEHb TOCTyIa U BO3SMOXKHOCTH.

B WCTI/In YapexaeHHs MOXHO BBIIENHTb ClEIyIONIHe IPYIIbl [OMb30BaTeNCH,
y4acTBYIOLIUX B 06paboTke 1 xpanenuu [1/1x: .

- Apqmunuctparopa UCIIIH;
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- ApmuHMCTpaTopa 6e30IMacHOCTY;

- Oneparopa APM;

- AIMHHHCTpaTOpa CETH;

- TexXHUYECKOro CICIMATICTA IO OOCTYKUBAHHIO [epH(pEpUHHOro 000pyN0BaHHS;

- TIporpammuct-paszpadoranx UCI1TH.

JlanHBIe O IpyNIax IOJB30BAaTENX, YPOBHE MX JOCTYIa U uHGOPMUPOBAHHOCTH
JoJDKeH ObITh oTpaxkeH B [lono)keHWe O pasTpaHMYEHHMH NpaB JOCTyIa K obpabaTeIBae-
MBIM II€PCOHAIIBHBIM JaHHBIM.

5.1 Apmuaucrparop ACII/In

Ammunauctparop UCITIH, coTpynHUK YUpexICHHUS, OTBETCTBEHHBIN 32 HACTPOHKY,
BHegpenue u conposoxaenue UCII/H. ObecneyrBaeT PyHKIMOHMPOBAHNE TIOACHCTEMBI
ympasienus goctynoM WCII/IH 4 ynONHOMOYEH OCYMICCTBIIATD IpeJOCTaBICHUE U pa3-
rpPaHHYEHHe JOCTyNa KOHEYHOTO MOJIb30BaTe I (Oneparopa APM) x sneMeHTaM XpaHs-
MM IIepCOHANIBHBIE JaHHbIC.

Amvuructparop UCIT/IH obnanaet ciepyoliuM ypoBHEM NOCTYIIA 1 3HAHUM:

- obnagaeT IonHON mMHGbOpManpell O CHCTEMHOM M IPHKIAJHOM IPOrpaMMHOM
o6ecneuenun UCI1/IH;

- o6iamaeT moaHOM uHOpMaLMEld O TEXHUYECKUX CPEACTBAX H KoHGUTrypalyu
HNCI1/H;

- UMeeT JOCTYII KO BCEM TEXHMYECKUM CPEICTBaM o6paboTku MHGOPMAIUK U JaH-
ueiM UCI1/1H;

- o6GyaaeT npaBaMyu KOHQUIYPHPOBAHUS U aJIMAHUCTPATABHON HACTPOMKH TEXHU-
geckux cpenacts UCIIJIH.

5.2 AxmuHHcTpaTop 0€30NaCHOCTH

AJIMAHHCTPATop OG€30I1aCHOCTH, COTPYAHHK YUPEKACHHUS, OTBETCTBEHHBIN 3a -
dyukimoruposanre C3I1JIH, BKrOYas 00CIyXHBAHAE 1 HaCTPOUKY aJMUHUCTPATHBHOH,
CEepBEPHOI ¥ KIIMEHTCKON KOMITOHEHT. .

AIMHHHECTpATOp 0€30IIaCHOCTH 00JaiaeT CelyIoluM yPOBHEM ROCTYIIA U 3HAHWM:

- o6namaeT npasamu Agmuarcrpatopa UCIIg;

- o6namaet nonHoi nHGopmanueit 06 MCITIH;

- ¥MeeT JOCTYI K CPeACTBaM 3alllUThl HHPOPMAIMH 1 IPOTOKOIMPOBAHMA M K 1aCTH
kmoueBsIx snementos UCIL/IH;

- He WMeeT IIPaB N0CTya K KOHGUIyPHPOBAHUIO TEXHUIECKUX CPE/ICTB CETH 33 He-
KIIOYEHHEM KOHTPOIBHBIX (MHCIEKIIMOHHBIX).

AnMuHKHCTpaTOp 6€30MacHOCTH YIOTHOMOYEH:

- peanM30BbIBATh ONUTHKA O€30IMIaCHOCTH B YacTH nacrpoiiku CK3U, MexceTeBbIX
SKPAHOB ¥ CHCTeM OOHApY)XeHHs aTaK, B COOTBETCTBHM C KOTOPBIMH MOJIb30BATENb (Ome-
paTop APM) nosty4yaeT BO3MOXKHOCT pabOTaTh C 3IEMEHTaMH NCI1H;

- OCYIIECTBILITh ayAUT CPEJICTB 3AILUTEL, i

- YCTAHABIMBATh [IOBEPUTEIBHbIE OTHOLICHHs CBOEH 3aIIUIIEHHON CeTH C CeTSAMH
ApYTHX Y4UpeKACHUH.
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5.3 Oneparop APM

Omnepatop APM, COTpyQHHK YUpexJeHHs, OCYIIECTBIAIOMMUIT obpabotky II/IH.
O6pa6oTka I1/IH BKIFOYaeT: BO3MOXHOCTE ipocMoTpa I1TH, pyuHoii BBoI I1JIH B cucTeMy
WUCIIlH, (bopMHUpOBAaHKE CIPABOK M OTYETOB IO MH(OpMAIMH, OTYYECHHOH U3 HCTI.
OnepaTop He UMeeT MOJIHOMOYMH s YNPaBICHHs MOJCHCTEMaMH 00paboTKy NaHHBEIX U
C3I1/H.

Onepatop VICII/IH o6nanaet ceAylomyM YPOBHEM JIOCTYIIa ¥ SHAHMUH:

- 067amaeT BceMH HeOOXOMMMBIME aTpubyTaMul (HaIpHMep, TaposieM), obecredn-
BAIOIMMH JOCTYII K HEKOTOpOMY HoaMHOXeCTBY IT/TH;

- pacmonaraeT KOHQHUICHIHAILHEIMA JaHHBIMU, K KOTOPEIM HMEET IOCTYII.

5.4 AaMHHHCTpATOp CEeTH

AJIMHHHCTDPATOP CETH, COTPYIHUK Y4peKIeHNUs, OTBETCTBEHHDIH 32 (yHKIHOHUPO-
BaHue TelekoMMyHHKanuonHoi mopcucreMsl VICTIIH. AIMUHHCTPaTop CETH HE MMEET
TOJTHOMOYH# JUTS YIIpaBIIeHHs OCHCTEMaMH 06pabOTKH JaHHBIX ¥ 030IaCHOCTH.

AZIMHHHCTPATOP CETH O0JIaaeT CIeAYIOIIMM YPOBHEM JOCTyIa ¥ 3HAHUHA:

- 06yaiaeT 4YacThi0 WH(OPMAlH O CHCTEMHOM H TPHKIATHOM IPOrpaMMHOM
obecneyenru MCI1/IH;

- 061aaeT YacThi0 HHQOPMAIUK O TEXHUYECKUX CPelCTBaX U KoH¢purypauun NC-
ITx;

- UMeeT (GU3HYECKUH TOCTYI K TEXHAIECKUAM CpelcTBaM 00paboTKu HHGOPMALMH H
CpeICTBaM 3aILUTHI;

- 3HAET, 110 MEHBIIEH Mepe, OJJHO JIETaJIbHOE UM JOCTYTIA. :

5.5 TexHHYECKHI CIIeNHAJHCT MO 06C/IyKHBAHUIO NepudepHiiHOro 06opy10BaHUs

TexHuuecKuil CIEUATUCT IO OOCIYXHMBaHHIO, COTPYJHHMK YUPEXIEHHSA, OCY-
IECTBIsET OOCITy)KHBAHUE M HAcTpoiKy mepudepmitHoro obopymosanus UCIIH. Tex-
HIYECKMH CIISIHANMCT M0 0GCIyKUBAHHIO He MMeeT J0CTyna K [1JIH, He HMeeT IIOIHOMO-
YHii 78 yiIpaBIeHus IOACUCTEMaMy 00pabOTKH JaHHBIX M O€30IaCHOCTH.

TexXHAYECKH CIIENUANUCT M0 O0CIYKIUBAHUIO 00J1a/laeT CIeAyIOIUM YPOBHEM 1O~
CTyTIa U 3HAaHUU:

- obn1agaer 4acTei0 MHGOPMALMY O CHCTEMHOM M IPHMKIAAHOM IPOTrpaMMHOM
obecneuennn, UCI1/In;

- 06JiaiaeT 4acThi0 HHPOPMALMK O TEXHUYECKUX CPEeACTBAaX U KoHdurypauun WC-
I11H; ;
- 3HAET, 10 MEHbINIeH Mepe, OJTHO JIETaIbHOE UM JOCTYyIIA.

5.6 llporpammucT-pa3paboTIHK I/ICfIﬂH

ITporpaMMHCTHI-pa3paboTIHKH (IIOCTABIIMKH) MPUKIAJHOTO MPOrPaMMHOTO 0bec-
neveHns], oGeceYrBalolie ero CONPOBOX/eH)e Ha 3ammmiaeMoM o0bekte. K maHHON
TpyIIIe MOTYT OTHOCUThCS KaK COTPYMHUKH YUpPEXKIEHHS, TaK U COTPYIHUKH CTOPOHHHX
OpraHu3alyil. 4

JIuito 3TOM KaTEropum:
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- o6nanaer uHdopmMaleil 00 anropuT™Max M mporpaMmax 00paboTku MHpOPMAIIH
ua VICI1H;

- 06lazaeT BO3MOYKHOCTSIMU BHECEHHsS OMMOOK, HENEKIapHpOBaHHBEIX BO3MOXKHO-
cTeli, MPOrpaMMHBIX 3aKJIAJOK, BPEJOHOCHBIX IPOrpaMM B nporpaMMHoe o0ecredeHHe
UCI1/a Ha cTaguu ee pa3paboTKH, BHEAPEHUS U CONPOBOXICHMA;

- MOKET pacIioyararh JEOOBIMH (parMeHTaMu urdopmanyu o Tornonorau UCITIa
¥ TeXHAYECKHX CPEACTBAX 0OpabOTKU U 3aIlHThHI [1/Tx, o6pabareiBaeMbix B UCIIIH.

6 TpeGoBaHUsi K MEPCOHATY 1O obecnedenuio 3amuThl LI/

Bce COTpyAHHKH YUpexIeHWs, SBIAIOMHUECS IONB30BATEIMN UCTIH, NOMKHBI
YeTKO 3HATh ¥ CTPOr'O BHINOIHATH YCTAHOBJIEHHBIC NIPAaBUTIA U 0653aHHOCTH IO JAOCTYITy K
3aIMIIaeMbIM 0OBEKTaM U COOJIIOZICHHIO MPUHATOTO PEXUMA 0€e301acHOCTH .

ITpy BCTYIUIEHHUH B IOJDKHOCTH HOBOTO COTPYAHMKA HermocpeCTBEHHBIN Ha9allbHUK
mojipa3/ie/ieHus, B KOTOpOe OH IOCTYIaeT, 00s3aH OpraHM30BaTh €0 O3HAaKOMIEHHE C
JOMKHOCTHOM HHCTPYKLEEH U HEOOXOOMMBIMH JOKYMEHTAMH, perjaaMeHTHPYIOIIUMH
tpebopanms no 3aumre [I/1H, a Taxke oOydueHHe HaBBIKaM BBIMOJHEHHUS MPOLEYP, Heo0-
XOIUMBIX AJIs CAHKIIMOHUPOBAHHOT'O HCIIOJIB30BAHIS UCITAH.

COTpyAHUK JOIDKEH OBITh O3HAKOMJICH CO CBEICHHAMH HacTosuei IlonuTukwy,
TIPUHATHIX [POLETYpP paboThI € SIeMEHTaMU WCITOx u C3I11H.

CoTpyIHUKH Ydpex/IeHHs, UCTIOIB3YIONINE TEXHUIECKHE CPE/ICTBA ayTeHTH(QHKa-
IIMH, JIOMKHB! 0GECTIearBaTh COXPaHHOCTh M/CHTH(QHKATOPOB (3MEKTPOHHBIX KIIOYeH)
ne nomyckats HCJ] K HUM, a TaK )K€ BO3MOXXHOCTb HX YTepHU M HCIIONB30BAHI TpPeTbU-
ME JHIaMd. [1oB30BaTeNd HeCyT IIEPCOHANBHYIO OTBETCTBEHHOCTR 3a COXPAHHOCTH
UIEHTH(PUKATOPOB.

CorpyIHHKM YUpeXIeHHs IOJDKHbI CIIe/IoBATh YCTAHOBICHHBIM IIPOLEAYPaM OJI-
nepxanns pexuma Gesonacnoctd [1/1H npu BEIOOpE M HCTIOJIB30BAHMUH Tapolei (ecu He
HCIIONB3YIOTCS TEXHUYECKIEe CPe/ICTBa ayTEHTU(UKALVH).

CorpyIHHEKA YUPEXIeHHs JOIDKHBI 00ecreunBaTh HaIeXKallyro 3alliTy obopyno-
BaHHS, OCTABISIEMOro 6e3 MPHCMOTpa, OCOOEHHO B TEX CIydasX, KOTla B HOMCIICHHUC
VIMEIOT JOCTYIl [OCTOpPOHHME Jimia. Bce monp3oBaTeny ROJDKHBL SHATH TpeOOBaHUS IO
6esomacHocTH [1JIH ¥ mpoleayphI 3aIIUTE 000PYA0BAHHs, OCTaBICHHOIO 0e3 MpHCMOTDA,
a TaKoKe CBOM 00sM3aHHOCTH 10 06eCIIeUeH IO TAKON 3aIlUTHL. -

CoTpyIHHKaM 3alpelaeTcs yCTaHaBINBaTh NOCTOPOHHEE POrpaMMHOC obecrnede-
HHe, TIOAKIIOYATh JIMYHbIe MOGHIBHBIE YCTPOHCTBA ¥ HOCHTEIH uHbOpMAaIH, a TaK Xe
3aITHCHIBATE Ha HUX 3aIUIIaeMyto HH(OPMALHIO.

CoTpyXHHKaM 3alpellaeTcs pasrialiaTh 3allMIaeMyio uHGOpMaLHIo, KOTOopas
cTaNa WM W3BeCTHA IpH paboTe ¢ MHPOPMALIMOHHEIMU CHCTEMAaMH VupexaeHus, TPETbUM
JIAIAM.

Ipu pa6ote ¢ I/l B VICIIJIH coTpyAHUKH YupexeHis 00s13aHbl 00eCeIUTh OT-
CYTCTBHE BO3MOXHOCTH TIpocMoTpa IT/TH TpEeThAMY JTMIAMH ¢ MOHUTOPOB APM M -T€p-
MUHAJIOB.

IIpu 3aBepiuenns paboTsl ¢ VICIIJIE cOTpyAHVKH 00s13anbl 3amuTHTh APM Hitn
TEPMHHAJBI C TIOMOIIBIO GIOKMPOBKH KITIOYOM HIIM 9KBUBAJEHTHOIO CPEICTBA KOHTPOJL,
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HaIpUMep, JOCTYIIOM IIO Mapoilio, €CIM He HCIONB3YIOTCS Oonee CUIBHBIE CpelCTBa 3a-
IIUTHIL.

CoTpyHAKA YUpeXIeHus JOIKHBI OBITH NpoHHGOPMHUPOBaHEl 00 yrpo3ax Hapy-
menus pexxuma 6esomnacHocTd [1/1H B OTBETCTBEHHOCTH 32 €r0 HapyIIeHHe. OHHU JJOJDKHBI
6BITh O3HAKOMJIEHBI C YTBEPXKICHHON (OpMaTbHOM MPOLEAYpOH HAIOKEHMUS JHMCIMILIA-
HApHBIX B3BICKAHMI HA COTPYIHUKOB, KOTOPbIE HAPYIIMIIK NPUHATHIC TIONUTHKY M IIPOLe-
nypsl 6ezomacHocTy ITIH.

CorpyauuKE 06s3aHbl 6€3 MpoMeyieHus Coo0IIaTh 000 Bcex HaOMIOOAaeMBIX HIIH
nofo3putebHbx ciaydasx paborst UCIIIH, MOrymux MOBICYB 3a coboit yrpo3sl 6e3-
omacrocTy [1JIH, a Taxke O BBIIBICHHBIX HMH COOBITHSX, 3aTParHBAIOLIMX 0e301acHOCTb

. TIJls, pyKOBOJCTBY MOApa3ZeNeH s U JIMy, OTBEUafOIeMy 32 HEMC/UICHHOE pearuposa-

HYe Ha yrpo3st GesonacHoctu IT/1H.

7 JloJoKHOCTHBIE 005I3aHHOCTH MOJib30BaTe ek HNCIIIu

JIOJDKHOCTHBIE 00S3aHHOCTH nonb3oBateneil UCII[{H omucaHel B CIIEAYOMUX AO-
KyMEHTax:

- Unctpyxuus agmunuctparopa MCITTH;

- Unctpyknus agmunuctparopa 6esonacrocta MCHTH;

- Uucrpykuus monbzosaTens UCTTTH;

- MHCTpYKIHs TOT630BaTeNs IPH BO3SHUKHOBEHUH BHEIITATHBIX CUTYaIUH.

8 OrBercTBeHHOCTD corpyanukos UCII/{n YupexaeHust

B cootrBeTcTBUM cO CT. 24 DepepanbHOro 3aKoHa Poccuiickoii ®eneparym ot 27
mrona 2006 . Ne 152-®3 «O mnepcoHANBHBEIX AAaHHBIX» JIAILA, BUHOBHBIC B HApYIICHUHA
Tpe6oBanuit nanHoro denepanbHOro 3aKOHa, HECYT IPaXKIAaHCKYI0, YTOJIOBHYIO, aJMHHH-
CTPATUBHYIO, AUCIUIUIMHAPHYIO ¥ HHYIO MPeLyCMOTPEHHYIO 3aKOHOAATeIBECTBOM Poccuii-
ckor denepanui 0OTBETCTBEHHOCTE.

JleficTByroniee 3aKOHOAATeNbCTBO PO TMMO3BOIAET NPEABABISITH TpeGOBaHUA IIO
obecrieueHnI0 6e30macHoi paboThl ¢ 3amuinaeMol MHpopManueil U NpeayCMaTPUBacT
OTBETCTBEHHOCTH 3a HApyUIEHHe YCTAHOBIEHHBIX NPaBUJ dKcIuryaranud OBM u CHCTEM,
HET[PaBOMEPHBIH [OCTYIl K MH(bOPMaIUy, CIIH 3TH NEHCTBUS NPUBEIH K YHUHETOXCHHIO,
6I0KMPOBAHHIO, MOIMMUKAIMY HHGOPMAIMY MM HapyIICHUIO paboTEl OBM unu ceten
(ctatem 272,273 u 274 YK PO). -

Anmrianctparop UCII/IH 1 aiMUHUCTPATOp 6€30aCHOCTY HECYT OTBETCTBEHHOCTE
3a BCe [eifcTBUS, COBEpIIEHHBIE OT UMEHH UX YYETHBIX 3aliCeil WU CUCTEMHBIX YHCTHBIX
3arcei, ecli He M0Ka3aH (akT HeCAaHKIMOHMPOBAHHOTO HCIONB30BAHUSA YYCTHBIX 3allH-
cell.

[Tpy HapyUIEHHUSIX COTPYAHHKAMM YUPESHICHHS — nons3osareneiit UCIIIn npasai
CBS3AHHBIX ¢ 6e30macHocTsio [1J[H, OHH HECyT OTBETCTBEHHOCTH, YCTAHOBJICHHYIO [CH:
CTBYIOIINM 3aKOHOJATEIbCTBOM Poccuiickou @ezz[epaunn.

INpuBeneHHbIe BBIME TpeOOBaHMA HOPMAaTHBHBIX JOKYMEHTOB IO 3alllUTe undop-
MAI[UH JOJDKHBL GBITH OTpaXkKeHBI B TI0JIOKEHHAX O MOAPA3JENEHMAX YUPEKACHHS, OCY:
mectBisromux oopaborky I1/1n B MCIT/IH ¥ KOKHOCTHBIX MHCTPYKIHKAX COTPYIHHKO]
YupexaeHus. -
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Heob6xonumo BHecTH B IIomoXeHUs O IOAPasACICHUAX VupexJieHHsd, OCyIIeCTB-
msnomux 06pabotky I1Ix B UCIIIH cBefeHus 06 OTBETCTBEHHOCTH HX PYKOBOJHTEIEH H
COTPYJHHKOB 3a pa3rjialleHHe M HECaHKIMOHWUPOBAHHYIO MoauuKaIyio (HCKaKCHHE,
danscuduxanuro) [1/1H, a Taioke 3a HEIPABOMEPHOE BMeEIIATeNb5CTBO B IIPOIECCH HX aB-
TOMATU3MPOBaHHOH 00GPabOTKH.

9 CuucoK MCIOJb30BAHHBIX HCTOYHHKOB

'OCHOBHBIMM HOPMATHBHO-TIPaBOBBIMH U METOIMYECKUMH JOKYMEHTaMH, Ha KOTO-
pix 6a3upyeTcs HacTosiIee 110N0KeHIE ABJIAIOTCH:

1 ®enepanbHBI 3aKOH OT 27.07.2006 1. Ne 152-®3 «O mnepcoHAIBbHBIX AAHHBIX»
(nanee — @3 «O nepcoHAIBHBIX JAHHBIX»), YCTAHABIUBAIOIIMANA OCHOBHBIC NMPHHIUIIEL H
ycrosusi 00paborku I1/1H, npasa, 06S3aHHOCTA ¥ OTBETCTBEHHOCTh YYaCTHUKOB OTHOIIIE-
Huii, CBI3aHHBIX ¢ 00paboTKOH I11H.

7 «[TonoxKeH e 06 obecreueHnn Ge30IacHOCTH EePCOHATBHBIX JAHHBIX [PH UX 00-
paGoTke B HH(OPMAIMOHHBIX CHCTEMAX [EPCOHAIBHBIX naHHBIXY, yrBepikaeHHoe [locTa-
nosnenuem [Ipasurenscrsa PO ot 17.1 1.2007 r. Ne 781.

3 «ITopsi7IOK MpPOBE/ICHUs KiIacCHpHKaIUu uH(QOPMALMOHHBIX CHCTeM MEepCOHab-
HBIX JaHHBIX», YTBEP)KACHHbIA COBMECTHBIM [Tpukaszom ®CTIK Poccnu Ne 55, @®Cb Poc-
cru Ne 86 u MunuapopMeBssr PO Ne 20 ot 13.02.2008 r.

4 «TTomoxerre 00 0cOBEHHOCTIX 0GpabOTKH MePCOHANBHBIX IAHHBIX, OCYIECTBIIA-
emMoil 6e3 MCIONB30BAHHA CPEACTB aBTOMATH3ALMK», YTBEPKICHHOC ITocTaHOBICHHEM
[IpaButenscTsa PO ot 15.09.2008 r. Ne 687.

5 «Tpe6oBanusi K MaTepUabHBIM HOCHUTEIIAM OMOMETPUYECKHUX IMEPCOHAIBHBIX
JIAaHHBIX ¥ TEXHOJOTHAM XPAHEHMS TaKuX JaHHBIX BHE MH(OPMAIMOHHBIX CHCTEM IEepCo-
HAIBHBIX TAHHBIX», YTBEpXIeHHbIE [locTaHOBICHHEM INpasurenscTa PO ot 06.07.2008
r. Ne 512. ,

6 HopMaTHBHO-METOIMYECKIE JOKYMCHTEI denepanbHOl CIyKOBI 110 TEXHHYECKO-
My M IKCIIEPTHOMY KOHTPOIIIO Poccuiickoii ®eneparuu (nanee - ®PCTIK Poccun) 1o
oGecneuenuio 6esomacuocty I1JIH mpu nx oGpabotke B UCTIIa: ;

7 PexoMEHIAIAY M0 06ECIeueHro 6e30IacHOCTH ePCOHANBHEIX JAHHBIX TPH MX
06pa6oTke B HHOOPMAIMOHHBIX CHCTEMAX MEPCOHAIILHBIX IaHHBIX, YTB. 3aM. THPEKTOPA
®CTIK Poccun 15.02.08 r. (JICIT)

8 OCHOBHbIE MEpONpPHUATHS 10 OpPraHU3alM¥ W TEXHUUECKOMY obecrieyeHuo 6¢e3-
OIaCHOCTH TIEPCOHATBHBIX JAHHBIX, 00pabaTHBACMbIX B nHGOPMAIHOHHBIX CHCTEMaX
HepCOHaJ'ILI-iBIX faHHBIX, YTB. 3am. gupekropa @CTIK Poccun 15.02.08 r. (ACI)

9 BazoBas MOZEIb Yrpo3 Ge30MacHOCTH MEPCOHANBHBIX JAHHbIX IPH WX obpaboTke
B MH(QOPMAIMOHHBIX CHCTEMax MEPCOHAIBHBIX NAHHBIX, yIB. 3am. aupekropa @CTOK
Poccuu 15.02.08 r. (JICII)

10 MeToauKa OMNpeeNeHUs aKTyalbHbIX YIPo3 6e30IaCHOCTH [IEPCOHATBHBIX JiaH-
HBIX TIPH 1% 06paboTKe B MH(HOPMAIMOHHBIX CHCTEMaX TIepCOHATBHBIX TaHHBIX, YTB. 3aM.
nupekropa @CTOK Poccun 15.02.08 r. (ACID). ]



